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How SMB’s Benefit with Hybrid Cloud:
Essential for Secure Backup and Business Continuity

Executive Summary
SMBs in general don’t have the same IT budgets and staffs as larger enterprises. Yet just like larger 
organizations they need to protect their data—and make sure they can get back to business rapidly after a
disaster or other event that compro- mises their data and systems.

In this white paper, we’ll discuss what’s at stake when it comes to not just pro- tecting, but also managing, your
data (hint: your business). We’ll explain why it’s important to think in terms of business continuity rather than
simply data backup. And we’ll look at how to calculate the all-important Recovery Time Objective (RTO) and 
Recovery Point Objective (RPO) so that you can get what you need from your business continuity vendor.

Security
With a hybrid solution, a company’s essential data is backed up locally and then an additional backup is replicated
off-site, providing additional data security; data insurance if you will. The in-house data is protected by redundant 
sets of information with the local device being the first line of defense. In most cases, three distinct copies of each 
file exist – on the workstation or server, on the local device and in the public cloud.
In addition, encrypted files are stored off-site are available in case
an unforeseen event, like a natural disaster, occurs. This should give businesses the peace of mind to know that their
data is always accessible no matter what the circumstances. With this model, MSPs and VARs have multiple sources
to assist clients in data protection, and can emphasize that it is just as important to insure data as it is to insure 
physical resources, like buildings, employees and other assets. After all, client data is a business’ most important asset,
and ensuring business continuity in the form of hybrid cloud storage is an intelligent and logical step toward protecting 
that asset.

Storage

Businesses also benefit from local storage flexibility, addressing a key concern that many small companies have, with a

hybrid cloud solution. Since cloud storage is far less expensive, businesses can retain more data on the cloud and 

have a shorter retention locally. Small businesses are often concerned about space on local storage devices, and the

cloud gives them the chance to make decisions about how long to store backups on their local devices. Businesses no 

longer have to worry about purchasing more local storage, nor do they have to make difficult choices about

what files to delete when they are running out of space. Once again, it

is important to emphasize the peace of mind that this option provides for businesses. It eliminates a pain point for 

companies that have struggled with limited resources dedicated to storage. Their files are available for as long as they

need, and they can be easily restored when necessary. These businesses can cease worrying about storage and turn

their attention to their core competencies, confident that their data is secure and available.
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Local or cloud backup?
The answer lies in between
Using local backup for business con-

tinuity works well for quick restores. 

Because the data is right there, it’s 

fast and easy to restore back to its

original location and keep the business 

humming. But what happens if the 

power goes out? If the device fails? Or 

if it is stolen or destroyed in a natural or 

man-made disaster? You might think 

the cloud looks more attractive for all 

these reasons. But cloud-only backup 

is risky because you can’t control the 

bandwidth. Restores tend to be difficult 

and time-consuming. After all, the 

cloud can fail, too.

The answer? A hybrid-cloud solution. 

The way this works: your data is first 

copied and stored on a local device. 

That way, if something happens, you 

can do a fast and easy restore from 

that device. But then your data is also 

replicated in the cloud. So if anything 

happens to that device, you’ve got off-

site cloud copies of your data—without 

having to worry about moving copies of 

your data off-site physically.
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Storage

Businesses also benefit from local storage flexibility, addressing a key concern that many

small companies have, with a hybrid cloud solution. Since cloud storage is far less 

expensive, businesses can retain more data on the cloud and have a shorter retention

locally. Small businesses are often concerned about space on local storage devices, and 

the cloud gives them the chance to make decisions about how long to store backups on 

their local devices. Businesses no longer have to worry about purchasing more local 

storage, nor do they have to make difficult choices about

what files to delete when they are running out of space. Once again, it

is important to emphasize the peace of mind that this option provides for businesses. It

eliminates a pain point for companies that have struggled with limited resources dedicated 

to storage. Their files are available for as long as they need, and they can be easily 

restored when necessary. These businesses can cease worrying about storage and turn

their attention to their core competencies, confident that their data is secure and available.

Savings

One of the biggest concerns for SMBs when making any sort of technology decision is the

bottom line. Fortunately, hybrid cloud backup solutions are cost effective. The hybrid model

keeps costs low. Because companies

only need to purchase a local unit while the rest of the infrastructure lies in the cloud. The

cost to businesses is a simple monthly fee that covers the cost of leveraging the cloud and 

all of the services outlined in the SLA. It’s important for businesses to look for a solutions 

provider that can offer fixed cloud pricing.

.

Virtualization

In the event of a disaster, be it natural or technical, businesses must be confident that their 

data was backed up, and that it can be restored in a timely manner. When SMBs 

experience downtime, they stand to lose a great deal of money as IT strives to bring 

operations back online. In these instances, virtual machines (VM) can be the difference

between downtime and uptime. VMs are copies of workstations or servers running on a

server in the cloud. Every aspect of the duplicated machine can be run from this virtual

machine that lives in the cloud, and is therefore not vulnerable to localized phenomena, like 

a weather disaster. Companies can failover

to the cloud to avoid downtime, keeping data and operations running smoothly and 

consistently, ensuring business continuity even when the winds are strong and the 

weather fierce.

Hybrid cloud backup solutions offer businesses the best of both worlds, and play an 

essential part of a comprehensive backup, recovery and business continuity strategy.

The added benefits of Security, Storage, Savings and Virtualization should make the

transition to a hybrid cloud solution a little easier, and hopefully alleviate any fears of

the cloud.

To learn more contact Integracon Technologies at (865)-330-2323 or visit our website at 
www.integracon.com
.


